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Security Policy Requirements by Department of Defense
Policies serve as a foundation of an organization. They establish the framework that enables the entire team to develop a common understanding of the expectations, goals, and objectives of management. Any business seeking to do transact with the Department of Defense (DOD) must adhere to their data security policy frameworks. There are a number of business considerations that relate to this security policy frameworks, three of which include physical security, data integrity, and data availability. Physical security is concerned with the safety assets to avoid loss of devices that may contain confidential information of an organization. Physical security can be addressed by storing of information technology devices in rooms that are secure and protected from unauthorized individuals. Monitors should be tethered on the desks of workstations to complicate removal from those rooms while the control towers can be harnessed with a locking mechanism that prevent theft of any hardware devices (Radvanovsky and McDougall, 2018). Security guards to man the area would also be imperative to the physical security of the business.
Data integrity is another consideration that is crucial in the selection of a security policy framework. It promotes the safety of the sensitive data to avoid unauthorized access or changes, especially those that may violate compliance to data security laws or hinder the productivity of the organization. The active Directory and Group Policy can be implemented and configured to allow system access to only users who are tasked with execution of duties in the systems. The users can be separated into groups based on their tasks in the system and their access to the information system limited to their particular task. This will allow the network administrator to audit the activities taking place in the information systems of the business. The third consideration of data availability ensures that data is available to authorized individuals with limited obstacles. To promote this, there ought to be battery power backups, backup routers, backup servers, and regular data backups (Anton et al., 2019). Regular systems update would also be imperative in ensuring limited down times and swiftness in the data networks. 
Security Policy Frameworks
Based on the above considerations, the appropriate security frameworks needed for a business to work with the Department of Defense are highlighted in table 1 below:
	Security Framework
	Policy Specifications

	Visibility Framework
	· Doing business with DoD would require a business entity to establish a higher level of absolute visibility that extend to weapon systems and those of equal or comparable complexity. 
· This framework would prevent the bad guys from hacking their way into the relatively unguarded weapons area and navigating through the agency's network.

	Network Segmentation
	· The network used must be in an environment that is entirely and exclusively only for weapons. 
· Only weapons-related activities are allowed. 
· All other activities are unauthorized and blocked from being executed.

	Continuous monitoring framework
	· The information must have a framework for 24/7 monitoring and have a swift notification protocol of any unusual activity. 
· For instance, there must be explanation in case one of the network endpoint is connected to a printer that is not part of the system or unknown software accesses data kept by a desktop in the financial department (Sundra, 2018). 
· The framework ought to maintain total awareness of such developments and instantaneously evaluate the severity of the risks posed by such activities.



Rationale for Selection
In all sectors, there is a consensus that the past responses to cyber threat are no longer feasible owing to the sophistication of the modern cyberattacks that are swift and growing in numbers on daily basis. The Department of Defense witness an immense number of appealing target and therefore must enforce standards that are above the threats (Anton et al., 2019). Therefore, organizations seeking to do business with the agency ought to promote use of a cybersecurity strategy that is dedicated to continuous monitoring, absolute visibility, and network segmentation.
Conclusion
It is imperative that business organizations that seek to transact or secure contracts with the Department of Defense adhere to network security requirements outlined by the agency. They ought to do this by using the considerations of security policy framework, which include physical security, data integrity, and data availability. Such considerations can be enacted by developing policy frameworks of continuous monitoring, systems visibility, and network segmentation.
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